Q: Does the requirement for ANSI C source code preclude the use of assembly language optimizations?
 
A: The optimized code required as part of the submission package should be ANSI C with no assembly (this includes inline assembly). This code is meant to be portable. If significant optimizations can be made with assembly, then it can be included as an additional implementation and discussed in the performance analysis.
 

Q: Will NIST consider platforms other than the “NIST PQC Reference Platform” when evaluating submissions?
 
A: The reference platform was defined in order to provide a common and ubiquitous platform to verify the execution of the code provided in the submissions.  NIST will include performance metrics from a variety of platforms in our evaluation, including: 64-bit “desktop/server class”, 32-bit “mobile class”, microcontrollers (32-, 16-, and where possible, 8-bit), as well as hardware platforms (e.g., FPGA). Submitters are encouraged to provide additional implementations for these platforms if possible. 

Q: In Sections 4.A.2 and 4.A.4, NIST’s CFP sets the number of decryption (resp. signature) queries, that an attacker against a proposed encryption (resp. signature) scheme can make, to at most 2 to the 64.
What is the rationale for not letting the adversary make essentially as many queries as the target security?

A) Our reason for primarily considering attacks involving fewer than 2 to the 64 decryption/signature queries is that the number of queries is controlled by the amount of work the honest party is willing to do, which one would expect to be significantly less than the amount of work an attacker is willing to do. Any attack involving more queries than this looks more like a denial of service attack than an impersonation or key recovery attack. Furthermore, effectively protecting against online attacks requiring more than 2 to the 64 queries using NIST standards would require additional protections which are outside the scope of the present postquantum standardization effort, most notably the development of a block cipher with a block size larger than 128 bits. This may be something NIST pursues in the future, but we do not feel it is necessary for addressing the imminent threat of quantum computers. That said, as noted in the proposed call for algorithms, NIST is open to considering attacks involving more queries, and would certainly prefer algorithms that did not fail catastrophically if the attacker exceeds 2 to the 64 queries.


Q: Is the NIST PQC Standardization Process a competition?

A) This process shares many features with NIST competitions, and is modelled after the successes we have had with competitions in the past.  There are, however, some important requirements that the current research climate demands we require for this process which constitute significant distinctions between this process and a competition.
First, our handling of the applicants does not coincide with a competition as specified in NISTIR 7977.  There will not be a single “winner”.  Our intention is to select a couple of options for more immediate standardization, as well as to eliminate some submissions as unsuitable. There will likely be some submissions that we do not select for standardization, but that we also do not eliminate and which may be excellent options for a specific application that we're not ready or don't have the contemporaneous resources to standardize.  In such a circumstance, we would communicate with the submitters to allow these to remain under a public license for study and practice and to remain under consideration for future standardization.  There is no specification for the handling of such an applicant in a competition.
	Second, the state of the science in the competitions of the past, i.e. for the AES and SHA-3 competitions, was far more developed than for post-quantum cryptography.  Though differences of opinion are inevitable, the selection of the past winners should not have been too surprising.  The situation in post-quantum cryptography is less clear and opinions of required properties are less unanimous.  In addition, some of NIST’s selection criteria, particularly regarding quantum security, may need further refinement in response to ongoing research. 
In many respects, the PQC standardization process is less like a competition, and more like an “analysis of alternatives.” The goal of the process is not primarily to pick a winner, but to document the strengths and weaknesses of the different options, and to analyze the possible tradeoffs among them. In the end, even if there is not a final consensus on what constitutes the best option, NIST expects that it will be able to make some selections that most experts will agree are satisfactory. The best we can hope for is to offer selections that most experts can agree are good options, since there will likely be no consensus of what constitutes a best option.


Q: Why does NIST’s CFP ask submitters to provide a classical security analysis, when the intent is to plan for a world with quantum computers?	Comment by Moody, Dustin (Fed): Yi Kai will add some things to this	Comment by Liu, Yi-Kai (Fed): Done

A: Classical cryptanalysis is still valuable for a number of reasons. First, classical computers are not going away. For algorithms not subject to dramatic quantum attacks, such as those involving Shor’s algorithm, NIST believes that classical measures of security will continue to be highly relevant. Currently envisioned quantum computing technologies would be orders of magnitude slower and more energy intensive than today’s classical computing technology, when performing the same sorts of operations. In addition, practical attacks typically must be run in parallel on large clusters of machines, which diminishes the speedup that can be achieved using Grover’s algorithm. When these considerations are combined with the poor parallelization of Grover’s algorithm, When all of these considerations are taken into account, it becomes quite likely that variants of Grover’s algorithm will provide no advantage to an adversary wishing to perform a cryptanalytic attack that can be completed in a matter of years, or even decades. As most quantum attacks on proposed postquantum cryptosystems have involved some variant of Grover’s algorithm, it may be the case that the best attack in practice will simply be the classical attack.

Also, the science involved in assessing classical security is better developed than that for assessing quantum security, and there is a larger community of researchers who can contribute to these investigations, increasing our confidence in the security of the proposed cryptosystems. Finally, classical cryptanalysis can improve our understanding of the mathematical structures underlying these cryptosystems, which is also the basis for quantum cryptanalysis.

Additionally, even if the classical attack does not prove to be the most practical attack in the future, the best classical attack will often be highly predictive of the complexity of the best quantum attack (provided there is no dramatic quantum speedup similar to Shor’s algorithm.) At present, the science involved in assessing classical security is better developed than that for assessing quantum security.

 Q: How does NIST plan to measure the complexity of attacks involving quantum computers? Does NIST feel that existing measures of quantum security that appear in academic literature are adequate?How does this differ from previous estimates that have appeared elsewhere?
 
A: Existing measures of quantum security will often ignore the very real challenges involved in implementing a quantum attack. Most notably they ignore the difficulties involved in parallelizing quantum algorithms, and the fact that quantum gates are expected to be much slower and more expensive than classical gates. This leads to claims, for example, that an algorithm with a 128 bits of classical security and no known quantum speedup, should be considered just as secure as a 256-bit block cipher like AES256, since both have “128 bits of quantum security”. NIST strongly disagrees with this analysis and can think of no realistic model of future computing technology where this is likely to be the case. The requirement that submitters provide classical security analysis, and that their parameter sets be categorized in a way that takes classical security into account, mitigates this problem somewhat, but it does not completely eliminate it. In addition to classical attacks, an algorithm may be susceptible to quantum attacks that either parallelize well, or can be made inexpensive by performing a significant portion of the necessary computation classically. NIST feels its categorization of the security such schemes should reflect these threats.	Comment by Liu, Yi-Kai (Fed): NIST is getting pretty worked up about this point! Maybe revise this so it comes across as more informative and less opinionated?

While NIST will continue throughout the evaluation process to accept input from the cryptographic community regarding the best way to measure quantum security, so that it is likely to reflect the real world cost of attacking a scheme, NIST currently favors an approach where quantum attacks are given a strict maximum bound on depth, and then measured based on circuit size. Such attacks may also have a cost metric that rates logical quantum gates as being several orders of magnitude more expensive than classical gates.	Comment by Moody, Dustin (Fed): Put back in CFP?
Yi-Kai edit here and in 4.A.5

 Plausible limitations on depth range from 240 logical gates (the approximate number of gates that presently envisioned quantum computing architectures [4, 5] are expected to serially perform in a year) through 264 logical gates (the approximate number of gates that current classical computing architectures can perform serially in a decade), to 296 logical gates (the approximate number of gates that atomic scale qubits with speed of light propagation times could perform in a millennium). Presently envisioned quantum computing architectures typically indicate that the cost per quantum gate could be billions or trillions of times the cost per classical gate. However, especially when considering algorithms claiming a high security strength (e.g. equivalent to AES256 or SHA384), it is likely prudent to consider the possibility that this disparity will narrow significantly or even be eliminated.	Comment by Perlner, Ray (Fed): Someone please check my math on this paragraph. I’m pretty sure it’s right, but …

Q: In section 4.A.5 of its CFP, NIST defines security strength categories for submitted algorithms in terms of the security of its existing standards in symmetric cryptography. Can NIST quantify the security of these standards?

A: At the present time, NIST would give the following estimates for the classical and quantum gate counts for the optimal key recovery and collision attacks on AES and SHA3, respectively, where circuit depth is limited to MAXDEPTH. 

AES128: 2170/MAXDEPTH quantum gates or 2143 classical gates.
SHA3-256: 2146 classical gates.
AES192: 2233/MAXDEPTH quantum gates or 2207 classical gates.
SHA3-384: 2210 classical gates.
AES256: 2298/MAXDEPTH quantum gates or 2272 classical gates.
SHA3-512: 2274 classical gates. 

(Quantum circuit sizes are based on the work in [6]. NIST believes the above estimates are accurate for the majority of values of MAXDEPTH that are relevant to its security analysis, but the above estimates may understate the security of SHA for very small values of MAXDEPTH, and may understate the quantum security of AES for very large values of MAXDEPTH.)

Q: In section 4.A.5, it is stated that NIST will assume that its 5 security categories are correctly ordered (i.e. that a collision attack on SHA256 (resp. SHA384) will be harder to perform than a key search attack on AES192 (resp. AES 256.)) How realistic is this assumption?

A: Even assuming no disparity in the cost of quantum and classical gates, the assumption holds as long as the adversary is depth limited to fewer than about 287 logical quantum gates. This is quite near the limit of what NIST considers to be a plausible technology for the foreseeable future.	Comment by Moody, Dustin (Fed): Check this is okay with Sara
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